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A. Introduction

Personal Data Protection Act (PDPA) was passed by the Parliament in October 2012.
It is a new data protection law comprises various rules governing the collection, use,
disclosure and care of personal data. It recognises both the rights of individuals to
protect their personal data, including rights of access and correction, and the needs of
organisations to collect, use or disclose personal data for legitimate and reasonable
purposes. The law safeguard consumers’ personal data against misuse.

The Act includes the Do Not Call (DNC) Registry, in which the individuals are given
the choice to opt out of receiving marketing phone calls, mobile text messages such
as SMS and faxes from organisations.

B. Objective

To ensure that AAT Training Hub complies with the Personal Data Protection Act
2012 (PDPA) in the collection, use, disclosure, maintenance of accuracy, handling
and security of personal data in a manner that recognises both the right of individuals
to protect their personal data and the need of the organisation to collect, use and
disclose personal data for purposes that a reasonable person would consider
appropriate in the circumstances.

C. Scope

The policy defines the responsibilities of AAT Training Hub in ensuring compliance to
the PDPA by executing good control and consistency in the collection, usage and
disclosure of personal data.

D. Appointment

AAT Training Hub will appoint a Data Protection compliance officer to the BizFile portal

E. General principles

1. Responsibility: AAT Training Hub shall be responsible for personal data in its
possession or under its control. “Personal data” means data, whether true or not,
about an individual who can be identified from that data or from that data and
other information to which the organisation has or is likely to have access.

2. Consent: Get consent to collect, use or disclose personal data. Written or actual
consent should be sought but if not ensure at least ensure that there is deemed
consent. See part C.

3. Use: Only use or disclose personal data use or disclose personal data about an
individual for the purposes for which the data was obtained. Always ensure that
use is objectively reasonable and extent of use limited to carrying out purpose.
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4.

Access to personal data: Seek to ensure that the individual has reasonable (and
justified access to his or her personal data) and has an opportunity to correct it.
See part E.

Care of personal data: Seek to ensure that personal data accurate, properly
protected, properly retained (and accessible by authorised or appropriate
person/s- Managers or Course Administrators)

F. Consent

1.

2.

Note the general principles.

When collecting information (e.g. digital registration forms) clearly state and seek
consent for the following:

¢ the purpose for the collection of data collected.

¢ the usage of the data collected.

e the ways the personal data will be disclosed.

¢ the contact information of a person who is able to answer on behalf of
AAT Training Hub the individual's questions aboutthe collection, use or
disclosure ofthe personal data.

For deemed consent, ask following questions (only yes answers acceptable):

(a) Has the student voluntarily provided the personal data for the purpose for
which it is to be used?

(b) Itis reasonable that the individual would voluntarily provide the data?

Do note that consent can be withdrawn.

If withdrawn, AAT Training Hub should inform the individual concerned of the
likely consequences of withdrawing his consent, or provide alternatives in order
to verify the student’s ID.

For the avoidance of doubt, when the ID verification is related to a funded course
by Skillsfuture Singapore, the student may be liable to pay the full amount of the
course fees without any funding component by Skillsfuture Singapore.
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G. Access

1.

2.

3.

Follow principles of denial by default.
Ensure access in only by authorized staff.

As a rule, reasonable access must be given but not if the provision of that
personal data or other information, as the case may be, could reasonably be
expected to —

(a) threaten the safety or physical or mental health of an individual other than the
individual who made the request;

(b) cause immediate or grave harm to the safety or to the physical or mental
health of the individual who made the request;

(c) reveal personal data about another individual, unless in order to submit for
government approvals;

(d) reveal the identity of an individual who has provided personal data about
another individual and the individual providing the personal data does not
consent to the disclosure of his identity; or

(e) be contrary to the national interest.

Allow reasonable opportunity to rectify incorrect information. When corrected,
AAT Training Hub send corrected info to any other organisation provided

incorrect information within a year of correction, unless that other organisation
does not need the corrected personal data for any legal or business purpose.
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0 Confidentiality

0

AAT Training Hub will keep all personal data confidential and accessible to

only authorised and need-to-know personnel.

[0 Staff Working Area
Staff working area must be secure. This includes:

0

U
U
U
U

Work desks

Meeting/ Discussion areas
Filing cupboards

Printers

Password protected computers

Access to work areas must be through locked doors such that other staff or
visitors do not have access to such areas.

0 Databases and registration files/forms

0

[
0

Soft copy databases must be password protected where applicable and
stored.

Access to the softcopy databases is only be given to the GM of AAT.

All staff is not allowed to save any copies of databases in their own computer
hard drives or portable storage drives.

Records of members/friends for the collection, usage and disclosure (or
withdrawal of) must be informed and kept with the membership and database
officer.

Hardcopy registration files/forms containing personal information must be
kept strictly under the ministries’ care in locked cupboards.

Due care should be taken to ensure that personal data is protected, secured and
accessible by the appropriate person(s). To this end, appropriate measures
should be taken.

I. Do note the exceptions, one of which is where the collection and use of data is
necessary to response to an emergency that threatens the life/health or safety of the
individual or another individual. For more exceptions, discuss with the administrator.

AAT/PDPA/v.01 - 01 Jan

Page 4



’ - 320 Serangoon Road , #11-08, S218108
Y/ A AATTRAINING HUB email: admin@aattraininghub.com

www.aattraininghub.com

Donors Administrator

Standard Operating Procedures (non-exhaustive, situations outside of
this will be advised by the GM)

Donors 1. Personal data are collected for the purpose of administering grants and
verifying a student’s particulars as required by Skillsfuture Singapore.

2. All personal data is saved in our digital file. This database is password
protected and is known only to the staff administering the database and
the manager.

3. Personal data or details are private and confidential and will not be
released other than that which is in accordance to a legal purpose.

4. In the event that the computer holding the database is replaced the
hard disk of the computer will be formatted and cleaned.

5. Use and disclosure of personal data is only for the purpose that the
data is obtained.

6. AAT Training Hub does not collect/sell data from/to any data
intermediary or third parties.
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Appendix
Privacy Policy and Consent to Use of Data

By interacting with, submitting information to or signing up for any organised activity offered by AAT
Training Hub , participants agree and consent to AAT Training Hub collecting, using, disclosing and
sharing amongst the relevant departments your personal data, for the purpose of engagement,
operational planning of activities, as well as communication of events, programmes and education-
related information.

AAT Training Hub respects all personal data and privacy, and will not share such information with
any third party.

By Order
Management of AAT Training Hub
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